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ping "MINNNY JIPIVNON — ICMP NN D1 IMNN. ARP NP1 MAC -7 IP DANNY JIPILINON
22222 Y2l NINY 1199 YN NN 901N 90w 01950 NY2IN NN —

MAC -9 1P -D — arP .1 I

NYTY N2'"N NINNN NNADNN NN NI12D 'TD . MAC NRWII NNIN NDVIVY NIADNN ; IP NNWII N2'2NN
WD DD NN NONIY RN — NYTIC XD X' DX .AN2N NN'DPN DY MAC -0 NIN

PC-A (192.168.1.10) wants to reach 192.168.1.20

ARP REQUEST (broadcast, dst MAC = FF:FF:FF:FF:FF:FF)
"Who has 192.168.1.20? Tell 192.168.1.10"

--> every host on the LAN receives it

ARP REPLY (unicast, dst MAC = PC-A)
"192.168.1.20 is at ©00:1B:44:11:3A:B7"

--> only PC-A receives it

PC-A ARP table: 192.168.1.20 -> ©00:1B:44:11:3A:B7 (dynamic)
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dynamic/static - MAC < IP a- arp Windows
Interface - MAC - Age - IP show ip arp [;70'0 2N)
WTNN ARP NOW' NI ping -Nn—pPnin d- arp NINN2 P

ND LIWD — NP N220N DN .a- arp — Command Prompt — Packet Tracer: Desktop -2 -9'0D
NINNNY N2YN NN

TTL -1 ping — 1cvp .3 I

ICMP Echo Request NJIW ping .'|NTN AD',"MVYAN NI',"MyaN’': IP YW MIVTINN NN'W' NIN ICMP
(NTN N9 NND) [T2INRI (ms ) [PT:DM2T AW TTIN RIN .Echo Reply -2 NJNNI

721,128 IN 64 1N 11V 2'NNNY — INNA0N2 N9 — IP -0 NONID2 NTW RIN ( Time To Live ) TTL
N2'2N D .ICMP Time Exceeded NJIWINI'2NN NN PIIT2NIN 0-9 VAN NINWD .1 120N TN 2N
.N¥19 N22INON XY NTIAN

ping 8.8.8.8
Reply from 8.8.8.8: bytes=32 time=14ms TTL=117

TTL started at 128 (Windows) -> 128 - 117 = 11 routers on the way

tracert 8.8.8.8
1 1ms 192.168.1.1 <- TTL=1 : first router answers
2 9 ms 10.0.0.1 <- TTL=2
3 12 ms <- router that filters ICMP

.Time Exceeded -2 'NTHNN' DONI VANW 2N19D1..3,2,1= TTL DY N2IW : TTL NN 9N¥IN traceroute

.N2PN NNDN2 K ,NIIY KDY 2N = NIMDID
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mnn nNIN DD 190

ATAIN 9922 NN — IWKRY T'RN MAC - DNS -1YW-Dnd0N- IP all / ipconfig
DY NIN DXN TTL - |NT- NYaN aYH ping

ANXVI DT ND'N 215002 2M1 90 V> tracert

NN WWN/|DWN DNN NNIPNN NWI2 MAC « IP a- arp
(2023 N1'N2) 2ND1 XD DY NINNN YW DNS - |INLN displaydns / ipconfig
NYI NV IR DNS N'V2 DWO W' IP NN <QW> nslookup

Divide and Conquer * Bottom-Up °* Top-Down :NTI2Y NO'W .5 I

.N20W NO2IYW NPrT2 H21,NI2DW 199 D'DYIN — D'WNIN NI 721V X' INWNWD

TOP-DOWN example: "the internet doesn't work"

1. open another site / nslookup -> works? problem is the site (L7)

. ping 8.8.8.8 -> works? problem is DNS
. ping default gateway -> works? problem is beyond the router
. ipconfig (address? mask? gw?) -> wrong? fix config (L3)

. link light / cable -> physical (L1)
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D20, ipconfig

NNIN/VIID/92D Hw NN , ipconfig ,NM11,520:7 - 1 Bottom-Up

... ping
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